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Digital transformation i border management has accelerated the implementation of
Automated Border Control (ABC) systems, commonly known as autogates, as part of
efforts to strengthen national security. These systems utilize biometric technologies, facial
recognition, and artificial intelligence (AI) to enhance the efficiency of immigration
mspections. However, their implementation  introduces various challenges, including
cybersecurity threats, data privacy concerns, human error, and digital border governance
1ssues. This study aims to examine the development of Automated Border Control
research and identify emerging risk trends associated with autogate implementation. A
bibliometric analysis was conducted on 664 publications indexed in the Scopus database.
Using VOSviewer, the study mapped the conceptual structure, thematic clusters, and
evolution of the ABC research field. The findings reveal that the literature has evolved
from a primary focus on operational efficiency toward more complex issues such as Al-
driven surveillance, cybersecurity, and governance risks. Biometrics, facial recognition,
security, and e-gates emerged as the dominant research themes. The study concludes that
ABC systems represent a strategic socio-technical infrastructure that requires adaptive
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governance and multidimensional risk management to support digital national security.
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Introduction

Digital transformation in border management has accelerated the adoption of Automated Border
Control (ABC) systems, commonly referred as autogates, across international airports worldwide.
These systems utilize biometric technologies, including facial recognition, fingerprint recognition, and
1r1s recognition, to perform automated 1dentity verification without direct interaction between travelers
and immigration officers (Chaki & Ashour, 2021). The mntegration of biometric technologies is widely
regarded as a means of enhancing service efficiency while improving identification accuracy, given that
biometric characteristics are unique to individuals and relatively difficult to falsify (Labati et al., 2015).

The global expansion of ABC systems has been closely associated with heightened international
security concerns following the September 11, 2001 terrornst attacks. In response, many countries have
mvested mn biometric- and artificial intelligence (Al)-based smart border systems as part of broader
strategies to strengthen national security and border surveillance capabilities (Amoore, 2006).
Consequently, Automated Border Control has evolved beyond its role as a technology-enabled public
service tool and has become an integral component of border governance and mobility control within
contemporary national security frameworks (van der Ploeg, 2003).

The growing implementation of ABC has also been driven by the need to improve operational
efficiency at international airports. Rapid growth in global air passenger traffic has placed increasing
pressure on immigration mspection capacity, making conventional manual procedures msufficient to
meet modern service demands. Previous studies have demonstrated that Automated Border Control
systems can significantly reduce processing times and alleviate congestion at immigration checkpoints
(MacLeod & McLindin, 2011). As a result, ABC have become a key element of the smart airport
ecosystem, supporting service automation, operational efficiency, and enhanced passenger experience.

From a public service perspective, autogates are widely recognized as a digital innovation capable
of enhancing the quality of immigration services. Empirical studies in Indonesia indicate that system
quality, service quality, and ease of use significantly influence user satisfaction with autogate services
(Pinaring & Indriasari, 2025; Muzakkir et al.,, 2025). Furthermore, these systems can reduce
immigration processing times to approximately 15-25 seconds per passenger while mimimizing human
error during identity verification. Such developments highlight the role of autogates as a key component
of digital transformation in public service delivery, emphasizing efficiency, accuracy, and user-centered
service.

Despite these benefits, the implementation of Automated Border Control systems 1s
accompanied by a range of multdimensional risks arising from increasing reliance on biometric
technologies and Al-based authentication systems. Biometric risks, including false acceptance rates and
false rejection rates, may result in maccurate 1dentification outcomes during immigration mspections.
Sanchez del Rio et al. (2016) note that facial recognition systems continue to face challenges related to
lighting conditions, facial pose variations, and biometric manipulation, all of which may affect system
reliability and verification accuracy.

Cybersecurity vulnerabilities constitute another critical challenge. The integration of cloud
databases, e-passports, and mterconnected digital networks positions autogates as part of a country's
critical digital infrastructure, making them susceptible to cyberattacks, data breaches, and identity theft
(Gudavalli et al., 2012). Data security incidents reported at Soekarno-Hatta International Airport in
2024 further illustrate the strategic importance of cybersecurity in the mmplementation of border
automation systems m Indonesia (Pinaring & Indnasari, 2025). Such threats may undermine the
legitimacy, effectiveness, and resilience of digital border management systems.
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Recent scholarship suggests that autogates should not be understood solely as technological
mnovations but rather as socio-technical systems involving complex nteractions among technology,
mstitutions, regulations, and human actors. Qostveen et al. (2014) demonstrate that system usability and
interface design significantly influence the effectiveness of Automated Border Control systems.
Similarly, Kulju et al. (2019) argue that border automation transforms the role of immigration officers
from manual inspectors into supervisors of automated systems, requiring new competencies,
organizational adaptation, and revised operational practices.

Although research on Automated Border Control has expanded considerably, existing studies
remain largely concentrated on technical aspects such as biometrics, facial recognition technologies,
and Al algorithm performance. Comparatively less attention has been devoted to governance capability,
adaptive policy frameworks, human and Al collaboration, and the broader implications of autogate
systems for national resilience and digital border governance (Robertson et al., 2017). This limitation
reveals an important research gap, particularly in the context of developing countries such as Indonesia,
where digital transformation in immigration and border management 1s progressing rapidly.

To address this gap, the present study seeks to answer two research questions. First, how has the
thematic landscape of research on ABC evolved within the international literature? Second, what types
of risks have been 1dentified, and how have risk-related research themes developed in the context of
digital border systems? Addressing these questions is essential for understanding the evolution of ABC
research and identifying future directions for scholarship on autogates, smart border governance, and
national resilience.

This study aims to map the development of Automated Border Control research using a
bibliometric analysis approach based on the Scopus database. VOSviewer 1s employed to 1dentify
thematic clusters, research trends, and emerging knowledge gaps within the field. This study contributes
to the theoretical advancement of Automated Border Control research while providing a
comprehensive overview of the evolving landscape surrounding digital border governance. The existing
literatures focus has moved from operational efficiency to advanced issues including Al surveillance,
cybersecurity, and governance risks. Core themes now center on biometrics, facial recognition, security,
and e-gates. The ABC systems serve as key socio-technical infrastructure, demanding adaptive
governance and comprehensive risk management to enhance national digital resilience.

Literature Review

ABC has emerged as a technology-enabled border inspection system designed to enhance both
efficiency and security in the management of international mobility. According to Chaki and Ashour
(2021), ABC systems facilitate automated 1dentity verification through the integration of e-passports,
facial recognition, fingerprint recognition, and digital immigration databases. The development of these
systems reflects a broader transformation i border governance, shifting from labor-intensive manual
mspections toward digitally enabled and automated 1dentity management.

Biometric technologies constitute the core foundation of modern autogate systems. Existing
studies suggest that facial recognition and iris recognition technologies provide higher levels of accuracy
than conventional inspection methods because they rely on unque biological characteristics that are
difficult to forge or manipulate (Labati et al., 2015). Furthermore, advances i artificial intelligence (Al)
and deep learning have enhanced the capabilities of ABC systems 1 1mage analysis, identity matching,
and presentation attack detection, thereby improving their ability to 1dentify fraudulent identities and
unauthorized access attempts (Sanchez del Rio et al., 2016).

Evolutions, Risks, and Future Directions of Automated Border Control at International Airports....
(Hakim et al. 2026)
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The development of ABC systems has also been closely associated with the pursuit of operational
efficiency in international airports. Growing volumes of international air travel have placed increasing
pressure on immigration checkpoints, creating a need for automated solutions capable of processing
travelers more efficiently. MacL.eod and McLindin (2011) demonstrated that autogates can significantly
reduce passenger processing times and alleviate congestion at border control points. Consequently,
Automated Border Control has become an integral component of the smart airport ecosystem,
supporting service automation, operational efficiency, and enhanced passenger experience.

Empirical studies conducted m Indonesia similarly indicate that autogate implementation
contributes positively to the quality of immigration services. Research by Pinaring and Indrasari (2025)
and Muzakkir et al. (2025) found that system quality, service quality, and ease of use significantly
mfluence user satisfaction with autogate services. In addition to improving inspection efficiency, these
systems help reduce human error in 1dentity verification processes. Despite these benefits, however,
the implementation of Automated Border Control also introduces a range of multidimensional risks.

Biometric risk has emerged as one of the most prominent concerns in the ABC literature. Facial
recognition systems continue to face challenges associated with false acceptance rates, false rejection
rates, variations in facial pose, and biometric spoofing attacks (Nguyen et al., 2019). These challenges
become increasingly complex when biometric technologies are integrated into Al-driven surveillance
and automated border management systems, where identification errors may have significant security
and operational consequences.

Cybersecurity has also become a critical 1ssue n the development of smart border systems. The
mtegration of cloud-based databases, e-passports, and interconnected digital networks positions
autogates as part of a nation's critical digital infrastructure, exposing them to risks such as cyberattacks,
data breaches, and identity theft (Gudavalli et al., 2012). As border control systems become increasingly
digitized, cybersecurity i1s no longer merely a technical concern but a strategic prerequisite for the
sustainability and resilience of digital border infrastructures.

Recent scholarship further highlights growing concerns regarding surveillance risks and ethical
governance 1n the deployment of Automated Border Control systems. The use of facial recognition
and Al-powered surveillance technologies has raised mmportant questions concerning privacy
protection, state surveillance legiimacy, algorithmic accountability, and the potential misuse of
biometric data (Kindt, 2013). In this context, autogates should be understood not only as technical
security tools but also as components of broader digital governance systems that require adaptive
regulatory frameworks and institutional accountability mechanisms.

Human factors constitute another critical dimension of ABC effectiveness. Oostveen et al. (2014)
demonstrated that system usability and mterface design significantly influence the successful adoption
and operation of autogates. Many operational failures stem from suboptimal human-machine
mteractions, mcluding document scanning errors and improper biometric positioning by travelers.
These findings suggest that technological performance alone is insufficient to guarantee effective border
automation, as user interaction remains a key determinant of system success.

The digital transformation of border control has also fundamentally altered the role of
mmmugration officers. According to Kulju et al. (2019), mimmigration personnel are increasingly
transitioning from manual mspectors to supervisors of automated systems responsible for monitoring
system performance and managing exceptions generated by Al-based border control technologies. This
transformation requires new digital competencies, enhanced technical expertise, and the ability to
oversee complex automated decision-making processes.

IJSSH Vol. 4 No. 2, Jum 2026, pages: 415-430
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The evolution of Automated Border Control reflects a broader paradigm shift toward smart
border governance driven by biometric technologies, artificial intelligence, and digital surveillance.
Nevertheless, the existing literature remains heavily concentrated on technical issues such as biometric
performance and Al algorithm accuracy. Comparatively less attention has been devoted to governance
capability, mstitutional readiness, adaptive policy frameworks, and socio-technical risk management
(Robertson et al., 2017). This imbalance highlights the need for a multidimensional perspective that
conceptualizes autogates as adaptive socio-technical border infrastructures whose effectiveness depends
not only on technological sophistication but also on governance capacity, organizational readiness, and
mstitutional resihence

Methods

This study employs a bibliometric analysis to examine the development of research on
Automated Border Control (ABC) systems in immigration checkpoints and international airports.
Bibliometric analysis 1s widely used to systematically map the mtellectual structure, thematic evolution,
and knowledge domains within a particular research field through quantitative analysis of bibliographic
metadata (Donthu et al., 2021). This approach enables researchers to identify research trends, emerging
themes, and gaps 1n the existing literature through transparent and replicable procedures.

The dataset was retrieved from the Scopus database and analyzed using VOSviewer software.
Scopus was selected because it provides extensive international coverage of peer-reviewed publications
and 1s recognized as one of the most comprehensive databases for research i technology, security
studies, transportation, public administration, and border governance. Furthermore, Scopus offers rich
bibliographic metadata, including titles, abstracts, keywords, authors, affiliations, publication years,
source ftitles, citations, and references, which are essential for bibliometric mapping. A search was
conducted using the keyword “Automated Border Control” within the title, abstract, and keyword fields,
covering publications from 2005 to 2025. The mitial search yielded 664 documents.

A screening process was subsequently conducted based on predefined inclusion and exclusion
criteria. The inclusion criteria comprised: (1) publications addressing Automated Border Control
(ABC) or autogate systems in the context of immigration mspection and border management at
mternational airports; (2) journal articles, conference papers, and proceedings published in English;
and (3) publications containing complete abstracts and bibliographic metadata. The exclusion criteria
included: (1) studies focusing solely on biometric technologies without explicit relevance to ABC
systems; (2) research conducted in non-immigration domains such as banking, healthcare, or general
security applications; (3) duplicate records; and (4) publications deemed irrelevant following title and
abstract screening.

Following the screening and eligibility assessment, 59 publications were retained for analysis.
These documents constitute the final dataset used to map the conceptual structure and thematic
landscape of Automated Border Control research. The analysis was conducted using VOSviewer to
generate co-occurrence networks, thematic clusters, and research trend visualizations. Attention was
given to identifying dominant research themes, emerging topics, and evolving rsk dimensions
associated with the implementation of Automated Border Control systems. The resulting bibliometric
maps provide insights into the intellectual development of the field and highlight future research
opportunities in smart border governance, digital border infrastructure, and border security
management.

Evolutions, Risks, and Future Directions of Automated Border Control at International Airports....
(Hakim et al. 2026)
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Results and Discussions
1. Thematic Landscape of Research on ABC within the International Literature

The VOSviewer mapping results show that research on Automated Border Control (ABC) in
airports 18 dommated by themes related to biometrics, facial recognition, and digital security. The
network visualization indicates that the keyword “biometrics” 1s the most central node and exhibits the
strongest connections with other themes, including security, facial recognition, e-passport, identity, and
airport automated border control. This finding suggests that biometrics serves as the primary foundation
of modern autogate systems and acts as a key link between security, digital identity verification, and
automated border mspection. In addition, the emergence of clusters such as deep learning, irs
recognition, feature extraction, and i1mage analysis demonstrates that the research landscape 1s
increasingly shifting toward the application of artificial intelligence and computer vision technologies to
improve the accuracy of identity verification systems.

The co-occurrence keyword analysis 1dentified ten major clusters representing the development
of Automated Border Control (ABC) research within the context of digital border management at
mternational airports. Each cluster reflects a distinct research focus while remaining iterconnected
within the broader smart border ecosystem characterized by biometric technologies, artificial
intelligence, and automated surveillance systems.

Figure 1. Network Visualization of Automated Border Control Research Based on Author Keyword
Co-occurrence (VOSviewer, 2026)

Cluster 1 (Red) represents the theme of Biometric Identity Management, characterized by
dominant keywords such as biometrics, 1dentity, e-passport, biometric feature, cryptography, airport
travel process, and contactless applications. This cluster indicates that a substantial portion of ABC
research focuses on biometric-based digital 1dentity authentication and the protection of electronic
travel data. Previous studies suggest that the adoption of biometrics in modem border systems has
evolved alongside the growing demand for secure and efficient digital identification mechanisms (Labati
et al., 2015). The presence of keywords such as cryptography and contactless applications further
reflects the emergence of contactless travel systems integrated with biometric data protection and digital
security measures (Gudavalli et al., 2012).

Cluster 2 (Green) represents the theme of AI-Based Surveillance and Border Automation, with
key terms including facial recognition, automated surveillance systems, and airport automated border

IJSSH Vol. 4 No. 2, Jum 2026, pages: 415-430
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control. This cluster highlights the increasing role of facial recognition technologies as the core
component of automated surveillance within the smart border ecosystem. Sanchez del Rio et al. (2016)
1dentified facial recognition as a key enabling technology for e-gates and automated border systems due
to its ability to enhance identification accuracy and support Al-driven real-ime monitoring. The
prominence of automated surveillance systems also reflects the growing integration of artificial
mtelligence into contemporary migration and border management practices.

Cluster 3 (Blue) focuses on Passenger Flow and Airport Operations, represented primarily by the
keywords airport and passengers. This cluster indicates that part of the literature remains concerned
with 1mproving airport operational efficiency and user experience through the implementation of
autogates. MacLeod and McLindin (2011) demonstrated that Automated Border Control systems can
mcrease passenger throughput while reducing congestion at immigration checkpoints. Consequently,
research within this cluster positions autogates as a component of digital transformation mitiatives aimed
at enhancing public service delivery within international air transportation systems.

Cluster 4 (Purple) represents Advanced Al and Computer Vision, comprising keywords such as
deep learning, iris recognition, feature extraction, image analysis, and Fast R-CNN. This cluster reflects
the increasing technical sophistication of ABC research, particularly in the application of computer
vision and deep learning techniques to improve biometric accuracy. Nguyen et al. (2019) found that
mtegrating biometrics with Al-driven mmage analysis significantly improves 1dentification performance
i Automated Border Control systems. The appearance of models such as Fast R-CNN further
demonstrates advancements in Al methodologies for facial detection and biometric image processing.

Cluster 5 (Yellow) represents E-Gate Adoption and Technological Diffusion, characterized by
the keywords e-gates, diffusion of innovation, face, image, and invariant. This cluster highlights scholarly
attention to the mmplementation and diffusion of automated mspection technologies 1 airport
environments. Qostveen et al. (2014) emphasized that usability and user acceptance are critical
determinants of successful e-gate implementation. The mclusion of the term diffusion of mmnovation
suggests an emerging research interest in technology adoption processes and mstitutional acceptance of
automated border control systems.

Cluster 6 (Cyan) focuses on Facial Authentication Infrastructure, represented by the keywords
face recognition, cameras, and eMRTD. This cluster underscores the mmportance of technical
mfrastructure in supporting facial authentication within ABC systems. Robertson et al. (2017)
demonstrated that the effectiveness of face recognition systems depends heavily on camera quality,
interoperability of electronic Machine Readable Travel Documents (eMRTDs), and the operational
performance of biometric authentication technologies. These findings indicate that successtul autogate
deployment requires robust integration between hardware and software components.

Cluster 7 (Orange) represents Cybersecurity and Threat Mitigation, with dominant keywords
including security and attack. This cluster reflects growing scholarly concern regarding cybersecurity
threats within border automation systems. Gudavalli et al. (2012) emphasized the importance of
biometric data protection and digital security enhancement in preventing cyberattacks and identity theft.
Research within this cluster increasingly conceptualizes autogates as part of a nation's critical digital
mfrastructure, requiring resilient cybersecurity frameworks to ensure operational continuity and data
Integrity.

Cluster 8 (Pink) focuses on Digital Identity Verification, represented by the keywords e-passports
and 1dentity verification. This cluster examines digital identity validation and the mnteroperability of
electronic travel documents within automated inspection systems. Research on e-passports suggests that
data interoperability and standardized digital identity frameworks are essential for effective cross-border

Evolutions, Risks, and Future Directions of Automated Border Control at International Airports....
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verification processes (van der Ploeg, 2003). The prominence of this cluster highlights the central role
of digital identity integration in contemporary border management systems.

Cluster 9 (Brown) represents Al Governance and Border Management, characterized by the
keywords artificial intelligence and borders. This cluster indicates a growing research interest in the
mtegration of Al technologies into border governance and digital migration management systems.
Amoore (2006) argued that the use of Al in border management extends beyond technical efficiency
to encompass governance arrangements, mobility surveillance, and algorithmic decision-making. These
developments suggest that autogates are increasingly being conceptualized as components of broader
smart border governance frameworks.

Cluster 10 (Light Green) represents Human Factors in Automation, with human error as its
dominant keyword. Although relatively small in size, this cluster highlights the continuing importance
of human factors in the mimplementation of Automated Border Control systems. Kulju et al. (2019)
demonstrated that border automation transforms the role of immigration officers from manual
mspectors nto supervisors of automated systems, requiring new competencies and oversight
capabilities. These findings suggest that the effectiveness of autogates depends not only on technological
sophistication but also on workforce readiness and the quality of interaction between human operators
and automated systems.

Table 1. Thematic Clusters Identified from Keyword Co-Occurrence Analysis

Cluster Keywords Main Theme  Description References
Cluster 1 biometrics, Biometric Focuses on digital Labati et al.
(Red) identity, e- Identity identity authentication, e-  (2015);
passport, Management  passports, and the Gudavalli et
biometric feature, protection of biometric al. (2012); van
cryptography, data in automated air der Ploeg
airport travel travel processes. (2003)
process,
contactless
applications
Cluster 2 facial recognition, Al-Based Highhghts the evolution  Sanchez del
(Green) automated Surveillance of facial recognition as Rio et al.
surveillance and Border the core technology (2016);
systems, airport Automation underpinning automated ~ Amoore
automated border surveillance and smart (2006);
control border ecosystems. Vizitiu et al.
(2024)
Cluster 3 airport, Passenger Focuses on airport Macleod &
(Blue) passengers Flow and operational efficiency McLindin
Airport and passenger (2011);
Operations experience n the Pinaring &
implementation of Indriasar
automated border (2025);
systems. Muzakkir et
al. (2025)
IJSSH Vol. 4 No. 2, Jum 2026, pages: 415-430
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Cluster 4 deep learning, ins  Advanced AI  Emphasizes the Nguyen et al.
(Purple) recognition, and Computer application of deep (2019);

feature extraction,
1mage analysis,

Vision

learning and computer
vision techniques to

Schuckers et

al. (20006);

Fast R-CNN optimize biometric Sanchez del
identification accuracy. Rio et al.
(2016)
Cluster 5 e-gates, diffusion  E-Gate Describes the Oostveen et
(Yellow) of Innovation, Adoption and  1mplementation of e- al. (2014);
mvariant, face, Technological — gates and the diffusion of Macleod &
1mage Diffusion automated border McLindin
control innovations (2011); Jane’s
across airport Alrport
environments. Review
(2005)
Cluster 6 face recognition,  Facial Focuses on the technical ~ Robertson et
(Cyan) cameras, eMRTD Authenticaion infrastructure supporting  al. (2017);
Infrastructure  facial recognition and the Labati et al.
integration of electronic ~ (2015);
Machine Readable Sanchez del
Travel Documents Rio et al.
(eMRTD) wmithin ABC (2016)
systems.
Cluster 7 security, attack Cybersecurity  Highlights concerns Gudavalli et
(Orange) and Threat related to cybersecurity al. (2012);
Mitigation threats, cyberattacks, and ~ Kindt (2013);
vulnerabilities in border ~ Milbredt et al.
automation systems. (2022)
Cluster 8 e-passports, Digital Identity  Focuses on digital van der Ploeg
(Pink) identity Verification 1dentity validation and (2003); Labati
verification the mteroperability of etal. (2015);
electronic travel Robertson et
documents in automated  al. (2017)
border imspection
systems.
Cluster 9 artificial Al Highlights the integraon Amoore
(Brown) intelligence, Governance of artificial intelligence (20006);
borders and Border nto governance Broeders
Management  frameworks and digital (2007);
border management Vizitiu et al.
systems. (2024)

Evolutions, Risks, and Future Directions of Automated Border Control at International Airports....
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Cluster 10 human error
(Light
Green)

Human
Factors 1n
Automation

Highhghts issues related
to human error and
human mvolvement in
automated border
control systems.

Kulju et al.
(2019);
Oostveen et
al. (2014);
Robertson et

al. (2017)

The overlay visualization further reveals the evolution of Automated Border Control (ABC)
research from an imtial focus on operational efficiency toward broader concerns related to digital
survelllance and Al-enabled security systems. Keywords displayed in blue to green shades, such as e-
gates, security, airport travel process, and identity, indicate that earlier studies primarily concentrated
on inspection efficiency, identity verification, and the implementation of automated border imnspection
systems at airports. During this phase, research was largely concerned with the mtegration of basic
biometric technologies and the enhancement of passenger throughput at immigration checkpoints. The
following table summarizes the characteristics and thematic focus of each research cluster.

Figure 2. Overlay Analysis (Source: VOSViewer, 2026)

The analysis reveals a significant increase in Automated Border Control (ABC) research after
2016, comciding with the rapid advancement of Al-based facial recognition technologies and smart
airport systems. The evolution of ABC research demonstrates a clear shift from a predomiantly
technical focus toward the development of smart border ecosystems supported by artificial mtelligence
and mtegrated digital surveillance. During the period 2005-2010, research primarily focused on the
application of basic biometric technologies to support automated identity verification through
fingerprint recognition and e-passport systems. Studies conducted during this phase emphasized
identification accuracy and passenger processing efficiency as key objectives in international border
security management (van der Ploeg, 2003; Jane’s Airport Review, 2005).

Subsequent developments expanded the scope of research beyond basic biometric authentication
toward more sophisticated approaches incorporating facial recognition, machine learning, and
automated surveillance technologies. This transition reflects growing interest in leveraging artificial
mtelligence to enhance the effectiveness, reliability, and scalability of border control operations. As a
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result, Automated Border Control systems have increasingly been conceptualized not only as tools for
identity verification but also as integral components of digitally enabled border governance frameworks.

Table 2. Research Evolution Automated Border Control
Period Research Focus Research Characteristics

2005-2010  Basic Biometric Verification Research primarily focused on the application
of basic biometric technologies, such as
fingerprint  recognition and  e-passport
systems, to support automated 1dentity
verification and enhance border inspection

efficiency.
2011-2015  E-Passport and E-Gate Studies emphasized the development of
Development automated gate systems, mteroperability of

electronic  travel documents, and the
mtegration of e-passports into border control

processes.
2016-2020  Facial Recognition and Al Research increasingly explored the integration
Integration of facial recognition, artificial intelligence,

machine learning, and 1mage analysis
technologies to 1mprove identification
accuracy and strengthen border security
systems.
2021-2025  Smart Border Ecosystems Research  expanded  toward  Al-driven
and Surveillance Automation  surveillance, contactless border control, smart
border governance, cybersecurnty, digital
identity management, and the automation of
border security operations.

The period from 2011 to 2015 witnessed the expansion of research toward e-gate implementation
and the mteroperability of automated inspection systems based on e-passports. Studies during this phase
mcreasingly examined the integration of biometric technologies with automated gate systems, while also
evaluating usability and user experience in airport autogate operations (Macl.eod & McLindin, 2011;
Oostveen et al., 2014). A significant shift occurred between 2016 and 2020, when research began to
focus on facial recognition, artificial intelligence (Al), and 1mage analysis as core components of Al-
driven border security systems (Sanchez del Rio et al., 2016). Entering the period 2021 -2025, the
research agenda expanded further toward the development of smart border ecosystems characterized
by automated surveillance systems, deep learning applications, contactless border control, and digital
governance frameworks for contemporary border management (Vizitiu et al., 2024; Pinaring &
Indrasari, 2025).

Beyond technological developments, the literature indicates that the mmplementation of
Automated Border Control involves a range of interconnected and multidimensional risks. Biometric
risk remains one of the most prominent concerns, particularly regarding the reliability of facial
recognition and 1ris recognition systems in accurately identifying individuals. Nguyen et al. (2019) noted
that biometric systems continue to face challenges related to lighting conditions, facial pose varations,
and 1dentity manipulation, all of which may result in false acceptance or false rejection outcomes. Such

Evolutions, Risks, and Future Directions of Automated Border Control at International Airports....
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risks become ncreasingly critical when biometric authentication serves as the primary mechanism for
cross-border identity verification.

Cybersecurity has also emerged as a strategic 1ssue within smart border systems. The integration
of cloud databases, e-passports, and mterconnected digital networks exposes autogates to vulnerabilities
such as cyberattacks, 1dentity theft, and data breaches (Gudavalli et al., 2012). The prominence of
keywords such as attack, security, and cryptography in the network visualization further confirms the
growing scholarly attention devoted to cybersecurity challenges. In addition, the literature highlights
governance risks associated with regulatory readiness, institutional capacity, and policy harmonization
m the management of cross-border digital surveillance systems.

Human and ethical dimensions constitute another important area of concern. Qostveen et al.
(2014) demonstrated that system usability and human-machine interaction significantly influence the
effectiveness of autogate operations. At the same time, the increasing deployment of Al-based
survelllance and facial recognition technologies has raised concerns regarding privacy protection, the
legiimacy of digital surveillance practices, and the potential misuse of biometric data (Kindt, 2013).
These findings suggest that the successful implementation of Automated Border Control requires an
adaptive governance approach, as the associated risks extend beyond technical issues to encompass
soclal, ethical, and msttutional dimensions.

The evolution of the literature indicates that Automated Border Control has gradually
transformed from a technology-oriented mmnovation mto a complex socio-technical infrastructure.
While early research primarily emphasized operational efficiency and biometric performance, recent
studies increasingly address governance challenges, cybersecurity resilience, and the broader
implications of Al-enabled border management. This shift reflects the growing recognition that the
effectiveness of smart border systems depends not only on technological sophistication but also on
mstitutional readiness, regulatory capacity, and multidimensional risk management.

2. Risk-Related Research Themes Developed in the Context of Digital Border Systems

The findings indicate that the implementation of Automated Border Control (ABC) systems
requires an adaptive governance approach, as the rnsks associated with border automation are
multidimensional, interconnected, and continuously evolving. The bibliometric analysis reveals that the
existing literature remains predominantly focused on technological aspects, particularly biometric
authentication, facial recognition, and Al-based identity verification systems. Research in this domain
has largely concentrated on improving identification accuracy, image analysis techniques, and the
operational efficiency of automated gate systems (Labati et al., 2015; Sanchez del Rio et al., 2016). This
dominance is clearly reflected  density visualization, where keywords such as biometrics, facial
recognition, and security exhibit the highest levels of density and connectivity within the research
network.

Table 3. Major Risks Associated with Automated Border Control Implementation

Risk Type Description

Biometric Risk False acceptance and false rejection
Cybersecurity Risk Hacking and data breach
Governance Risk Regulation and nstitution readiness
Operational Risk System downtime and bottleneck
Human Risk Human error and skill gap

Ethical Risk Privacy and surveillance concern
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In contrast, research on governance capability, institutional readiness, and socio-technical risk
management remains relatively underdeveloped. Existing studies have paid limited attention to how
immuigration mnstitutions adapt to Al-driven border systems or how human-AlI collaboration influences
the effectiveness and legiimacy of digital border governance. Robertson et al. (2017) observed that most
evaluations of ABC systems continue to emphasize technical performance indicators rather than
organizational preparedness, governance arrangements, and mstitutional adaptation. This imbalance
suggests that the development of border automation technologies has progressed more rapidly than the
governance mechanisms required to manage their broader implications.

These findings highlight important opportunities for advancing the literature on smart border
governance and adaptive socio-technical systems. The emergence of themes such as cybersecurity,
automated surveillance systems, and contactless applications in the overlay visualization suggests that
the research agenda 1s gradually shifting toward issues of cyber resilience, governance adaptation, and
mstitutional capability in managing digital border infrastructures. Consequently, future research on
Automated Border Control should move beyond a purely technological perspective and mcorporate
broader considerations of national resilience, digital governance, and adaptive governance mechanisms
to address the emerging risks associated with smart border ecosystems.

Conclusion

This study demonstrates that Automated Border Control (ABC) should no longer be understood
merely as a technological innovation designed to improve the efficiency of immigration mspections.
Rather, the evolution of the literature indicates that ABC has developed into a strategic socio-technical
mfrastructure that integrates biometric technologies, artificial intelligence, digital identity systems, and
border governance mechanisms. In this context, the findings answer the first research question by
showing that the intellectual trajectory of ABC research has evolved from a narrow focus on operational
efficiency and biometric authentication toward a broader concern with digital surveillance,
cybersecurity, governance, and institutional adaptation within smart border ecosystems.

The study also answers the second research question by demonstrating that the risks associated
with  Automated Border Control extend beyond technical vulnerabiliies and encompass
mterconnected biometric, cybersecurity, governance, human, and ethical dimensions. These findings
suggest that the effectiveness of ABC systems cannot be assessed solely through technological
performance indicators such as accuracy, speed, or automation capability. Instead, successful
implementation depends on the ability of mstitutions to develop adaptive governance arrangements
capable of managing complex socio-technical risks in increasingly digitalized border environments.
Consequently, the future of border automation i1s not only a technological challenge but also a
governance challenge that requires organizational readiness, regulatory adaptability, and institutional
resilience

These gaps present important opportunities for advancing the literature on smart border
governance and adaptive socio-technical systems. The emergence of themes such as cybersecurity,
automated surveillance systems, and contactless applications in the overlay visualization indicates that
ABC research 1s increasingly moving toward issues of cyber resilience, governance adaptation, and
mstitutional capability in managing digital border infrastructures. Consequently, future research on
autogates should extend beyond a purely technological perspective and incorporate broader
considerations of national resilience, digital governance, and adaptive governance mechanisms to
address the emerging risks associated with smart border ecosystems.
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